Accessing the SUNYIT wireless network for the first time

Right click on your wireless network connection icon and select the ”View Available Wireless Networks”
option

You may see several networks within network range. Please select the appropriate network from the list
below.

Employee — Encrypted network for use by SUNYIT employees
Student — Un-encrypted network for use by SUNYIT students
Visitor — Un-encrypted network for use by visitors to SUNYIT.
**requires a VisitorNet guest account available at the Helpdesk x7440
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Once you are connected open your internet browser.



You should be redirected to our authentication page

”_ http://www.yahoo.com/ - Windows Internet Explorer

=
7 <
07ty ™ | htp:/fwww.yahoo.com/ v e al .S P~
Fle Edt View Favortes Took Hep
W SR & htp:/fwww.yahoo.com/ 2B = Free~Groks~

You are being redirected to the network authentication page.
If you are not redirected automatically, then please click HERE.

Log in with your SITNet ID and password, then click the “Log In” button

Welcome to the SUNY IT Network -- Type your SITNet / Visitor ID and password and click log in.

User ID ||
Password
Provider |SITNet v

Log In

Login Help

Powered by Cisco Clean ,\\
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If you need help with your Login information click the “Login Help” button

After you authenticate you will have to load the Clean Access Agent

The agent requires an Active X client

Click to install the Clean Access Active X clieqt
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# hitps://172.17.200.11/authjperfigo_webl...

’isco Clean Access ActiveX web client could NOT be launched. The reasons for this might include:




You will install the Cisco Clean Access applet. This program will scan your computer for potential
security issues.

- Windows Internet Explorer
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Cisco Clean Access ActiveX web client could NOT be launched. The reasons for this might include:

e Cisco Clean Access ActiveX web client is unable to be installed and run because of your browser’s security settings.
¢ Your browser is waiting for your interaction to install Cisco Clean Access ActiveX web client.

And you might be able to fix this by
o Modify your browser’s security settings to allow Cisco Clean Access ActiveX web client to be installed and run.

e Click on the Information Bar near the top of your browser and install Cisco Clean Access ActiveX web client.

Click the "Continue™ button to download and run Cisco Clean Access Java Applet web client.

Continue

Click the Continue button to download and run the Cisco Clean Access Active X Web Client

Loading Cisco Clean Access ActiveX web chient It may take a while, please wast
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Click the Install button and follow the directions on the subsequent screens




Clean Access Agent Install

1. Click on the Download Clean Access Agent 4.1.1.0 button

Network Security Notice: This network is protected by the Clean Access Agent, a component of the Cisco Clean Access
Suite. The Clean Access Agent ensures that your computer meets the requirements for accessing this network, and helps you
<eep your computer secure and up-to-date.

lease use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button below. After downloading the
nstallation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window and right-click the Clean
Access Agent icon in the system tray and choose Login from the menu. Enter your usual network user name and password in
the login window.

[ Download Clean Access Agent 4.1.1.0 P |

Note: If you are already running the Clean Access Agent and you are connected through a slower connection (such as VPN ot
dial-up), please wait as it might take a few moments for the Agent to pop up.

2. Click on the Run button to start the Clean Access Agent installation

ile Download - Security Warning K]

Do you want to run or save this file?

D Name: CCaAAgent_Setup.exe
Type: Application, 8.30MB
From: 172.17.200.11

Run ] [ Save i I Cancel ]

= ‘While files from the Internet can be useful, this file type can potentially
{ harm your computer. f you do not trust the source. do not run or save this
software. Yhat's the risk?

3. If prompted with an Internet Explorer Security Warning, click the Run button.
**Some browsers may require you to save the file to you computer and then run it from that
location.

nternet Explorer - Security Warning a

The publisher could not be verified. Are you sure you want to run this
software?

Name: CCAAgent_Setup.exe
Publisher: Unknown Publisher

Run l[ Don't Run ]

This file does not have a valid digital signature that verifies its publisher, You
should only run software from publishers you trust. i
software to run?




4. Click the Next button, on the Cisco Clean Access Agent — Install Wizard screen

j& Cisco Clean Access Agent - InstallShield Wizard

Welcome to the InstallShield Wizard for
Cisco Clean Access Agent

The InstallShield () YWizard will install Cisco Clean Access Agent
4.1.1.0 on your computer. To continue, click Mext.

Clean Access Agent

by Cisco Systems

WWARNING: This program is protected by copyright law and
international reaties.

< Back Mext > } l Cancel

5. Click the next button in to accept the default installation folder

i Cisco Clean Access Agent - InstallShield Wizard

Destination Folder

Click Mext to install to this folder, or click Change to install to a different folder.

@ Install Cisco Clean Access Agent to:

C:\Program Files\Cisco SystemsiClean Access Agentl,

< Back ” Mext = I [ Cancel




6. Click the Install button

5 Cisco Clean Access Agent - InstallShield Wizard

The wizard Is ready to begin installation.

Click Install to begin the installation.

1f you want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.

[ <eack | mstan [ cace |

The install wizard will continue the process

7. Click the Finish button to complete the installation.

& Cisco Clean Access Agent - InstallShield Wizard X

InstallShield Wizard Completed

The InstaliShield Wizard has successfully installed Cisco Clean
Access Agent. Click Finish to exit the wizard,

=

Clean Access Agent

by Cisca Systems.




8. After the Clean Access Agent is installed, you should see the screen below. Use your SUNYIT
SITNet id username and password to login to the Agent.

% Cisco Clean Access Agent

Clean Access Agent

Please enter vour user name and password:

User Name :

Password :

[ Remember Me
Please select your authentication provider:

[srThet ]
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The Agent will then scan your computer for the necessary requirements.

You will be granted Temporary Access until you have passed all the security requirements

Click the Continue button to start the scan

=« Cisco Clean Access Agent

Clean Access Agent

A You have temporary access !

Your system does not meet the requirements enforced by the netawork
administrator. You may only have limited access to the network until your
system meets all the requirements.

There is approxamately 1:59:57 left before your termparary access expires

Please click on "Continue" and follow the instructions to satisfy netwark
access requirements.

)
Lacsll————




Temporary access allows you access sites that can help you meet the requirements. Instructions are
provided for each requirement that is failed.

Anti Virus Requirement
For a list of approved Anti Virus programs please visit our Clean Access Site

http://cleanaccess.sunyit.edu

* Cisco Clean Access Agent

Clean Access Agent
Please download and install the optional software before
accessing the network.

Optional Software (1:58:59 left)

Name : Free Symantec Anti Virus
Location : http.//patch sunyit edu/?problem=1&mode=highlight

Description : We noticed that you have an allowed Anti Virus software package
installed. SUNY IT provides a free license of Symantec Antivirus
for all SUNY IT Faculty, Staff, and Students. If you would like to
use this free software, click on the Update button for instructions
on how to install your free Symantec Anti-Virus software

[ CoTolimnk § et Lo )
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Clicking on the “Go To Link” button will take you to a page that contains information related to the
requirement.

Information relating to the Anti-Virus requirement is shown below.

Click the “more” link

Antivirus

Microsoft Windows systems be running
Symantec Antivirus software. This
software is provided free of charge to
SUNYIT students, staff, and faculty and
may be downloaded online.

more...




Click the SUNYIT (recommended) link to download Symantec AntiVirus provided free of charge for all
students and employees of the college.

Download from:

® SUNYIT (recommended)

You can install the full version of Symantec Client Security, which includes Symantec Firewall as well as
AntiVirus software for both Windows XP/2000 or Symantec’s AntiVirus software for Windows Vista.

Symantec AntiVirus for Macintosh computers is available at the Help Desk

Symantec Installer

SUNYIT has licensed software from Symantec to provide antivirus and firewall functionality
and provide this software to SUNYIT students, staff, and faculty free of charge. You may
download and install this software from the SUNYIT servers.

There are two installation options--you may download and install the full Symantec suite of
software including the firewall or you may download only the antivirus software:

full install--firewall and antivirus software

antivirus only--install only the antivirus software, not the firewall
vista antivirus--antivirus for Vista

Mac antivirus--antivirus for Macintosh




Anti Spyware Requirment

For a list of approved Anti Spyware programs please visit our Clean Access Site

http://cleanaccess.sunyit.edu

L% Cisco Clean Access Agent

Clean Access Agent

Please download and install the required software before
accessing the network.

Required Software (1:59:51 left)
Name : Anti Spyware inst

Location : http:fipatch sunyit eduf?problern=3&mode=highlight

Description : We have detected that there is no allowed Anti- Spyware software
installed an vour systermn. Click the Update button far instructions
on how to install a free allowed Anti-Spyware software package.

Anti-Spyware Software

Windows Defender is a free program
that helps protect yvour camputer
against pop-ups, slow performance,
and security threats caused by
spyware and other unwanted software.
It features Real-Time Frotection, a
monitoring system that recommends
actions against spyware when it's
detected and minimizes interruptions
and helps yvou stay productive. Now
with 2 free support incidents for
Windows XP and Windows Server
2003.

mMore...




After you have passed all of the requirements you will be prompted to read and accept our Acceptable
Use statement

L% Cisco Clean Access Agent

Clean Access Agent

Access to the network requires that you review and
accept the following Network Usage Policy

Network Usage Terms & Conditions

e a9

Click on the Network Usage Terms & Conditions link to review the information.

After you have read the agreement, click the Accept button

You are now connected to the Campus Network

£« Cisco Clean Access Agent

Clean Access Agent

Successfully logged in to the network!

This window closes in 5 secs

If you have questions you can contact the help desk through use of the RT ticketing system

https://rt.sunyit.edu/
You can also stop by our office in Kunsela Hall, Room C005 or call us at extension 7440

Our hours are Monday — Thursday from 8:00 — 7:00 and Fridays from 8:00 — 4:30



